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Abstiact— We addressthe question of how well end-to-end transport
connectionsperform in a satellite environment composedof one or more
satellitesin geostationaryorbit (GEO) or low-altitude earth orbit (LEO), in
which the connectionmay traversea portion of the wir ed Inter net. We first
summarize the various waysin which latency and asymmetry can impair
the performance of the Internet’'s Transmission Control Protocol (TCP),
and discussextensiongo standard TCP that alleviate someof theseperfor-
manceproblems. Throughanalysis,simulation, and experiments,we quan-
tify the performance of state-of-the-art TCP implementationsin a satellite
ervironment. A key part of the experimental method is the use of traffic
modelsempirically derived from Inter net traffic traces. We identify those
TCP implementationsthat canbe expectedo perform reasonablywell, and
thosethat can suffer seriousperformance degradation. An important re-
sult is that, even with the best satellite-optimized TCP implementations,
moderate levels of congestionin the wide-area Internet can seriously de-
grade performance for satellite connections. For scenariosin which TCP
performance is poor, we investigatethe potential improvement of using a
satellite gateway proxy, or Web cacheto “split” transport connectionsin
a manner transparent to end users. Finally, we describea new transport
protocol for useinternally within a satellite network or as part of a split
connection. This protocol, which we call the “Satellite Transport Protocol
(STP); is optimized for challengingnetwork impairments suchashigh la-
tency, asymmetry, and high error rates. Among its chief benefitsare up to
an order of magnitudereductionin the bandwidth usedin the reversepath,
ascompared to standard TCP, when conducting largefile transfers. This is
a particularly important attrib ute for the kind of asymmetric connectvity
likely to dominate satellite-basednter net access.

Keywords—Inter net, Transport protocols,satellite communication, TCP.

I. INTRODUCTION

EVERAL companiege.g.,Alcatel, Hughes Teledesichave
recentlyannouncegblansto build large satellitesystemgo
provide commerciabroadbandiataservicedistinctfrom nar
rowbandvoice services. Thesesystemsare expectedto offer
Internetaccesso remotelocationsandto supportvirtual private
networks for widely scatteredocations. However, the perfor
manceof datacommunicationprotocolsandapplicationsover
suchfuture systemsis the subjectof heateddebatein the re-
searchcommunity Nowherehasthis debateagedmorethanin
discussionsegardingthetransport-lgel protocolin thelnternet
TCP/IPprotocolsuite(namely the TransmissiorControl Proto-
col [1]). Someresearchermsistthat TCPwill work suitablyin
a satellite ervironment, while othershave suggestecatellite-
specific protocol optionsfor improved performanceand still
othersclaim that TCP cannotwork effectively over satellite
channels.Thereis, however, no disagreemenin thatthe large
latencies,bandwidthand path asymmetriesand occasionally
high error rateson satellitechannelgprovide TCP with a chal-
lengingervironmentin whichto operate.
In this paper we evaluatejust how well TCP performsin
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a satelliteernvironmentcomposedf one or more satellitesin
geostationarprbit (GEO) or low-altitudeearthorbit (LEO), in
which the end-to-encdconnectionmay traversea portion of the
wired Internet. We first discussour assumptiongoncerning
future broadbandsatellite systemshat plan to provide direct-
to-userinternetaccessfocusingon characteristicshat impact
transportayerprotocolperformanceln Section3, we describe
thevariouswaysin whichlateny andasymmetrcanimpairthe
performanceof TCR and discussextensionsto standardTCP
that alleviate someof theseperformanceproblems. Through
analysis,simulation,and experimentsdescribedn Sections4
and5, we quantifythe performancef state-of-the-alTCPin a
satelliteernvironment,bothfor largefile transferandshortWeb
transactionsA key partof our experimentalmethodis the use
of traffic modelsempiricallyderivedfrom Internettraffic traces.
We identify scenariosvhere TCP can be expectedto perform
reasonablywell, and whereit can suffer seriousperformance
degradationdueto eithersuboptimalprotocol configurationor
congestionin the wide-arealnternet. For the casesin which
performancds poor, we next investigatein Section6 the im-
provementghat canbe gainedby usinga transportgatevay to
“split” theend-to-enctonnectiorin amannettransparento the
enduser Finally, in Section7 we describea hew transporipro-
tocolfor usewithin a satellitesubnetvark or onthesatelliteside
of asplit connection This protocol,whichwe call the"Satellite
TransporProtocol(STP); is optimizedfor challenginghetwork
impairmentsexperiencedy satellitenetworks suchashigh la-
teng/, bandwidthandpathasymmetryandhigh errorrates.
Thefollowing areour maincontributions:
« Previous studiesof TCP performanceover satellitechannels
have focusedon the large file transferperformanceof a sin-
gle connectionin isolation, often on channelswith high bit er
ror rates. Our dataindicatesthat, despitethe use of satellite-
optimizedTCPimplementation®n cleansatellitechannelsthe
presencef othercompetingTCP connectionsn the wide-area
Internetcan dominatethe satellite connection$ performance.
We alsoillustrate how subtleimplementationdetailscanhave
amajoreffecton TCP performancever satellitechannels.
« We quantify the effectsof TCP lateng on small datatrans-
fersby performinganalysisandexperimentsasedon tracesof
HTTP connectionqthe Hypertext TransferProtocol[2], used
for Webbrowsing),andevaluatetherelative meritsof proposed
TCPoptionsthatreducethelateng of shortHTTP connections.
« We describethe designof STR an adaptationof a reliable
ATM link layer protocol known as SSCOPRto provide trans-
port servicein a connectionlesaetwork environment. Besides
being efficient and resilientto lossin the forward direction of
datatransfer the chief advantageof this protocol relative to
satellite-optimizedl CP is a substantiateductionin the band-
width neededn thereversechannel.
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Fig. 1. Exampleof afuturesatellitenetwork in which a satellite-basetiostcommunicatesvith asenerin the Internet

Il. TRANSPORT ENVIRONMENT OF FUTURE SATELLITE
SYSTEMS

Ourassumptionaboutfuturesatellitenetwork characteristics
are shapedby projectionsof future commercialsystemge.g.,
Teledesic[3], Spac&vay [4]). Thesefuture systemswill of-
fer Internetconnectionst up to broadbandtensof Mb/s) data
ratesvia networksof LEO or GEOsatelliteg(or hybrid constel-
lations).Usersmaycontactotherhostsn eitherthesatellitenet-
work or the wide-arednternet.In generalwe have considered
anarchitecturédbasedon paclet switchingthatis fully compati-
ble with the TCP/IPprotocolsuite.We alsowereprimarily con-
cernedwith architectureshatscaleto servingmary thousands
of users(e.g., direct-to-userservicesratherthan carriertrunk-
ing). Figurel illustratesthe generaltopology in which users
or smallnetworks accesshewide-arednternetvia the satellite
system.

The main characteristicof the end-to-endpath that affect
transportprotocol performanceare lateng, bandwidth,paclet
loss dueto congestionand lossesdue to transmissiorerrors.
If partof the pathincludesa satellitechanneltheseparameters
canvary substantiallyfrom thosefoundon wired networks. We
make thefollowing assumptionaboutthe performanceharac-
teristicsof future systems:

o Latency: The threemain componentof lateng are prop-
agationdelay transmissiordelay and queueingdelay In the
broadbandatellitecase the dominantportionis expectedto be
the propagatiordelay For connectiondraversingGEO links,
the one-way propagatiordelayis typically on the orderof 270
ms,andmaybe moredependingn the presencef interleavers
for forward error correction. Variationsin propagationdelay
for GEO links are usually removed by using Doppler buffers.
Thereforefor connectionsisingGEOIlinks, thedominantaddi-
tion to theend-to-endateng will beroughly300ms(oneway)
of fixed propagatiordelay In the LEO case this canbeanor-
der of magnitudeless. For example,satellitesat an altitude of

1000km will contributeroughlyanadditional20 msto theone
way delayfor a single hop; additionalsatellite hopswill add
to the lateny dependinguponhow far apartare the satellites.
However, the delaywill be morevariablefor LEO connections
since,dueto the relative motion of the LEO satellites,propa-
gationdelayswill vary overtime, andthe connectiornpathmay
change. Therefore,for LEO-basedransportconnectionsthe
fixed propagatiordelaywill generallybe smaller(suchasfrom
40-400ms), but theremay be substantiatielayvariationadded
dueto satellitemotionor routingchangesandthe queueingle-
laysmaybemoresignificant[5].

« Asymmetry: With respecto transportprotocols,a network
exhibitsasymmetryhentheforwardthroughputchiezablede-
pendsotonly onthelink characteristicandtraffic levelsin the
forward path but alsoon thoseof the reversepath [6]. Satel-
lite networkscanbeasymmetridn severalways. Somesatellite
networks are inherentlybandwidthasymmetric suchasthose
basedon a direct broadcassatellite(DBS) downlink anda re-
turn via a dial-up modemline. Dependingon the routing, this
mayalsobethecasdan futurehybrid GEO/LEOsystemsfor ex-
ample,a DBS downlink with areturnlink via the LEO system
causedothbandwidthandlatengy asymmetryFor purelyGEO
or LEO systems bandwidthasymmetriegnay exist for mary
usersdue to economicfactors. For example, mary proposed
systemawill offer userswith small terminalsthe capabilityto
downloadat tensof Mb/s but, dueto uplink carriersizing, will
not allow uplinks at ratesfasterthansereralhundredkb/s or a
few Mb/s unlessalargerterminalis purchased.

« Transmissionerrors: Bit error ratios (BER) using legagy
equipmentand mary existing transpondersiave beenpoor by
datacommunicationstandardsaslow as10~7 on averageand
10—* worst case. This is primarily becausesuchexisting sys-
temswereoptimizedfor analogvoice andvideo services.New
modulationand codingtechniquesalongwith higherpowered
satellites,shouldhelp to make normalbit error ratesvery low
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(suchas 1071%) for GEO systems. For LEO systems multi-

pathantlshadeving maycontributeto amorevariableBER, but

in generathosesystemsarealsoexpectedto be engineeredor

“fiber-like” quality mostof thetime !

« Congestion:With the useof very high frequeng, high band-
width radio or optical intersatellitecommunicationdinks, the

bottlenecklinks in the satellitesystemwill likely be the links

betweerthe earthandsatellites. Theselinks will befundamen-
tally limited by the uplink/downlink spectrum,so as a result,
theinternalsatellitenetwork shouldgenerallybe free of heary

congestion.However, the gatavays betweenthe satellite sub-
network andthe Internetcould becomecongestednoreeasily

particularlyif admissiorcontrolswereloose.

In summary we assumefuture satellite networks character
ized by low BERSs, potentially high degreesof bandwidthand
pathasymmetry high propagatiordelays(especiallyfor GEO
basedlinks), andlow internalnetwork congestion. Theseas-
sumptionswere usedto drive our protocol designand perfor
manceanalyseslescribedn therestof the paper

I1l. SATELLITE TCP FUNDAMENTALS

This sectiondescribesasicTCP operation,identifiesproto-
col optionshelpful to satelliteperformanceanddiscussesome
outstandingperformanceroblems.For a morecomprehensie
overview of TCR theinterestedeadeiis directedto [7].

A. BasicTCPoperation

TCP providesareliable, end-to-end streamingdataservice
to applications. A transmittingTCP acceptsdatafrom an ap-
plicationin arbitrarily-sizedchunksandpackagedt in variable-
lengthsegments gachindexedby a sequencaumberfor trans-
missionin IP datagramsThe TCPreceverrespondgo thesuc-
cessfukeceptiorof databy returninganacknavledgmento the
senderandby delivering the datato the receving application;
the transmittercan usetheseacknavledgmentso determinef
ary sgmentsrequireretransmissionlf onthesendingsidethe
connectionclosesnormally, the sendingapplicationcanbe al-
mostcertainthatthe peerreceving applicationsuccessfullye-
ceivedall of thedata.

TCPhasbeenheaily usedin the Internetfor overadecade,
andalargepartof its successs dueto its ability to probefor un-
usednetwork bandwidthwhile alsobackingoff its sendingrate
upondetectionof congestionn the network; this mechanisnis
known as“congestioravoidance’]8]. An additionalmechanism
known as“slow start” is useduponthe startof the connection
to morerapidly probefor unusedbandwidth. The operationof
thesemechanismgs describedin detail in [7], andis briefly
summarizechere. TCP maintainsa variableknown asits con-
gestionwindow which is initialized to a value of one seggment
uponconnectiorstartup.The window representshe amountof
datathatmaybe outstandingat ary onetime, which effectively
determineghe TCP sendingrate. During slow start,the value
of the congestiorwindow doublesevery roundtrip time (RTT),
until congestioris experiencedalossoccurs).Upondetection
of congestionthemissingsegmentis retransmittedthewindow

Lwith adwancesin error correction links aremorelikely to bein oneof two
stateserrorfree,or completelyunavailable.

is halved,andthecongestioravoidancephaseas entered During
this phasethe congestiorwindow is increasedy at mostone
segmentperRTT, andis againhalved upondetectiorof further
congestion.Finally, if ary retransmissionarelost (which may
indicatemore seriouscongestion)the TCP sendelis forcedto
take atimeout,which involvesagainretransmittinghe missing
paclet, but this time reducingthe window to one sggmentand
resumingslow start. For satelliteconnectionsthis timeoutpe-
riod andthefollowing slow startresultin severalsecondsluring
whichthethroughputis very low.

As originally specified,TCP did not performwell over satel-
lite networks (or high lateng networksin generalfor anumber
of reasongelatedto the protocol syntaxand semantics.Over
the pastdecadea numberof TCP extensionshave beenspeci-
fied which improve uponthe performancef the basicprotocol
in suchervironments:

« Window scale[9]: TCP’s protocolsyntaxoriginally only al-
lowed for windows of 64 KB. Thewindow scaleoptionsignif-
icantly increaseshe amountof datawhich canbe outstanding
on a connectiorby introducinga scalingfactorto be appliedto
the window field. This is particularlyimportantin the caseof
satellitelinks, which requirelarge windowsto realizetheir high
datarates.

o Selectve Acknowledgments (SACK) [10]: Selectve ac-
knowledgmentsllow for multiple lossedn atransmissiomwin-
dow to berecoveredin oneRTT, significantlylesseninghetime
to recorerwhentheRTT is large.

o TCP for Transactions(T/TCP) [11]: TCPfor Transactions,
among other refinements attemptsto reducethe connection
handshakindateng for most connectionsyeducingthe user
percevedlateny from two RTTsto oneRTT for smalltransac-
tions. This reductioncanbe significantfor shorttransfersover
satellitechannels.

o Path MTU discovery [12]: This option allows the TCP
senderto probethe network for the largestallowable Message
TransferUnit (MTU). Usinglarge MTUs is moreefficientand
helpsthe congestiorwindow to openfaster

ThelETFisin theproces®f creatinganinformationalstandard
thatidentifieswhichstandardized CPoptionsshouldbeusedn
futureimplementation§l3]; PartridgeandShepardlsodiscuss
someof thesetransporimprovementg14].

In thiswork, we areinterestedn quantifyingthe performance
of TCPimplementationsverethey to usetheselateststandard
enhancementsNote that even though someof theseoptions
have beenspecifiedfor over five years,not all implementations
usethemtoday The lack of widespreadvendorsupportfor
satellite-friendlyprotocol options has historically beena hin-
dranceto achieving high performancever satellitenetworks.

B. Unresolvedoroblems

Despitethe progresson improving TCR, thereremainsome
vexing attributesof the protocolthat impair performanceover
satellitelinks. For theseproblems,thereare no standardized
solutions althoughsomearecurrentlyunderstudy:

o Slow start “ramp up”: TCP’s slow startmechanismyvhile
openingthe congestiorwindow atanexponentialrate,may still
be too slow for broadbandconnectionstraversinglong RTT
links, resultingin low utilization. This problemis exacerbated
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whenslow startterminatesprematurely forcing TCP into the
linear window growth phaseof congestioravoidanceearly in
theconnection14]. Researcherarenow consideringallowing
a TCP connectiorto useaninitial congestionwindow of 4380
bytes(or a maximumof 4 seggments)ratherthan one sggment
[15]. Transferdor file sizesunderroughly4K bytes(mary Web
pagesarelessthanthis size)would thenusuallycompletein one
RTT ratherthantwo or three. In the following, we referto this
policy as“4K slow start” (4KSS).Otherresearchersave inves-
tigatedthe potentialfor cachingcongestiorinformationfrom a
recentlyusedconnectionin orderto startthe new connection
from alargerinitial window size[16],[17].

o Link asymmetry: Thethroughputof TCP over a givenfor-
ward pathis maximizedwhenthereversepathhasampleband-
width andalow lossrate,becaus@& CPrelieson asteadystream
of acknavledgmentqACKSs) to adwvanceits window andclock
out new sggmentsin a smoothmanner Whenthe reversepath
haslimited bandwidth,the TCP acknavledgmentstreambe-
comeshurstier asACKs areclumpedtogetheror dropped.This
hasthreeeffects:i) thesendingpatternbecomesnorebursty; ii)
thegrowth of thecongestiorwindow (whichadvancedasedn
the numberof ACKs receved)slows, andiii) the“fastretrans-
mit” mechanisnthat avoids retransmissioriimeoutsbecomes
lesseffective. SinceTCP acknavledgmentsarecumulatve, re-
searcherdhave recentlystudiedwaysto reducethe amountof
ACK traffic over the bottlenecklink by “ACK congestiorcon-
trol” andsendemlgorithmsthatgrow the window basedon the
amountof dataacknavledgedand that “pace out” new data
transmissiorby usingtimers[6]. This hasthe dravbackof re-
quiring transport-layeimplementatiorchangest both endsof
the connection.An alternatve approachreintroduceghe origi-
nal ACK streamat the otherendof the bottlenecklink (“ACK
filtering andreconstruction”).This doesnot requirechangest
the TCP senderbut is morechallengingto implement[6]. Fi-
nally, if the MTU for the constrainedeversechannelis small,
thePathMTU discorery mechanisnwill selectthesmallMTU
for theforward pathalso,reducingperformance.

« Implementation details In mary implementationsapplica-
tionsmustexplicitly requestarge sendingandreceving buffer
sizesto trigger the useof window scalingoptions. For exam-
ple, default soclet buffer sizesfor mary TCP implementations
aresetto 4KB [18]. Unfortunatelythis requiresusersto manu-

ally configureapplicationsandTCPimplementation$o support
large buffer sizes; morewer, someapplicationsdo not permit
suchconfigurationjncludingcommonWeb seners[18]. Also,
becausd CP canonly negotiatethe useof window scalingdur-
ing connectiorsetup,unlessit hascachedhevalueof the RTT
to the destinationjt cannotinvoke window scalinguponfind-
ing out thatthe connectionis along RTT connection.In addi-
tion, evenif T/TCPis presentn animplementationapplications
basedon the socletsApplication Programmingnterface(API)
oftenusesystemcallsthatpreventthe usageof T/TCR. Because
the TCPstandards notrigorouslydefinedor followed,different
vendorimplementationsftenhave different(andbuggy)beha-
ior (see,for example,[19]). The subtleperformanceeffectsof
thesevariationscansignificantlymanifesthemselesoversatel-
lite channels.

« TCP fairnessPerhapghe mostchallengingproblemis that
TCP’s congestioravoidancealgorithmresultsin drasticallyun-
fair bandwidthallocationswhenmultiple connectionswith dif-
ferentRTTs sharea bottleneclink. Thebiasgoesagainsiong
RTT connectiondy a factor of RTT*, wherea < 2 [20].
This problemhasbeenobsered by several researcherge.g.,
[20],[21]), but aviablesolutionhasnotyetbeenproposedshort
of modifying network routersto isolateand protectcompeting
flows from one another[22]. Furthermore bandwidthasym-
metry exacerbatethe fairnesgroblemsby shuttingout certain
connectiongor long periodg23]. We haverecentlyinvestigated
changesgo the TCP congestionavoidancepolicy which mod-
estly improve the fairnessproblemfor connectionswith long
RTTs, but we could not completelysolve the fairnessproblem
via simplechangego TCP[24]. While theoreticalresultssug-
gestthatit maybepossibleo designadistributedalgorithmthat
simultaneouslyorvergesto fair allocationsin bandwidthwith
high utilizationsof bottlenecKinks [25], no suchalgorithmhas
beensuccessfullconstructedn practice.

IV. METHODOLOGY

A. Experimentaketup

Our experiments were conducted using hosts, running
BSD/OS3.0UNIX, connectedo Ethernetsn alocal-areasub-
netat Berkeley. The TCP implementation®n thesemachines
aredervedfrom 4.4BSD-Lite(alsoknown asNet/3[26]), with
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modificationsto supportour experiments. We configuredthe
receversto offer the largestwindow possible(240 KB) to the
sendersFor the experimentsfraffic sourcesvereconnectedo
a 100 Mb/s Ethernet,andtraffic sinkswereon a 10 Mb/s Eth-
ernetseparatedy a 10Mb/s transit Ethernetsggment. Figure
2aillustratesthe experimentatopology To generatdraffic, we
useda combinatiorof the“sock” program[ 7] for bulk file trans-
fersandaHTTPtraffic generatofor testingof 4AKSSandT/TCP
Thistraffic generatogenerategmallfile transfersaccordingo
empirical distributions drawvn from Bruce Mah’'s HTTP traces
[27]. WeimplementedSTPin theBSD/OSUNIX kernel.

Forinvestigatingsatellitetransporprotocolperformanceit is
usuallysufficient to experimentwith delayanderrorsimulators
ratherthanwith detailedemulatorf thetransmissiorchannel.
To emulatesatellitelinks, we usedmodifieddevice driversthat
delayedsendinga paclet onto the Ethernetfor a deterministic
amountof time. Thesedriverscanalsoconstrainthe maximum
rate at which a hostcansenddata. We modeledGEO satellite
links by a constraintof 1.3 Mb/s of TCP/IPbandwidth(i.e., ap-
proximatelyT1 rateatthephysicallayer),ona600msRTT link.
LEO satellitesweremodeledby a constraintof 1.3 Mb/swith a
fixedRTT in the rangeof 40-400ms[5]. Our links hadno bit
errorsor variationin propagatiordelay

In additionto controlled experimentsperformedin our lo-
cal environment,we alsodescribeexperimentsn Section6 in-
volving two commercialnetworks in our wirelessnetworking
testbed. We useda network basedon a direct broadcassatel-
lite (the HughesDirecPCsystem which coversthe contintenal
US), and a paclet radio network (the Metricom Ricochetsys-
tem, deployed in the SanFranciscoBay area). For DirecPC
experimentswe sentdatafrom a computerlocatedat the Di-
recPCuplink centerat Germantan, MD over the satellitelink
to amulti-homedhoston oneof our subnetsWe usedthewide-
arealnternetto returnacknavledgmentso thetraffic source.To
emulatea normaluserexperiencewith the DirecPCsystemwe
constrainedhe returnlink to be bandwidthlimited to 50 Kb/s
to simulatea modemconnection.Although not a satellitenet-
work, the Ricochetnetwork offers a challengingervironment
for transporiconnectionsincludingasymmetryandlargelaten-
cies;we usedthis network only for testingof the STP protocol
asdescribedn Section7. In theseexperimentsa wired host
at Berkeley communicatedvith a hostonthe Ricochetnetwork
usingthepacletradionetwork in bothdirections.

B. Simulationconfiguation

We usedthe discrete-gentnetwork simulatorknown asn.s?
to test simulatedtopologiesthat matchedour experimental
setup. We alignedthe TCP modulesto matchour implemen-
tations,andwrote a STPsimulationmoduleto closelyemulate
the implementationusedin the experiments. We also useda
backgroundHTTP traffic generatorsimilar to that usedin the
experimentgo lightly load the network topologyandto break
up ary TCP phaseeffects[21]. Our simulationtopology which
conformedcloselyto the experimentalsetup,is shovn in Fig-
ure2b. We usedthe simulationgo verify the experimentabata.
For brevity, we do not plot our simulationresults which canbe

2http://www-mash.cs.beekey.edu/ns/

foundin [28].

V. END-TO-END TCP PERFORMANCE OVER SATELLITE
NETWORKS

In this section,we quantify how well different TCP imple-
mentationgperformin a satelliteervironmentfor two typesof
workloads:largefile transfersandshortWeb connections.

A. Performancdor largefile transfes

TCPis the dominantprotocolfor file transfers(FTP)in the
wide-arednternet.In this section,we describesimulationsand
experimentsusedfor characterizindfile transferperformance
over satellitelinks.

To maintainhigh throughpuftfor largefile transfersthe TCP
congestiorwindow mustbelarge. Thisimpliesthattheconges-
tion avoidanceandlossrecoserymechanismareveryimportant
in determiningperformanceln this sectiorwe examinetheper
formanceof four variantsof TCP lossrecovery andcongestion
control:

e« TCP Reno The unmodified TCP implementationin our
BSD/OS 3.0 operatingsystemis commonly known as TCP
Reno. Many modernTCP implementationsare largely based
onthisversionof TCR Of thesatellite-friendlyTCP extensions
describedabore, BSD/OS3.0 supportswvindow scaleand path
MTU discovery.

« TCP NewRenoTCP“NewReno”is a collectionof bug fixes
andrefinementdor how TCP Renohandlesthe fastrecovery
phaseof congestioravoidance.Our TCP NewRenoimplemen-
tation is identicalto TCP Renoexceptthatit avoids falsefast
retransmission§29], multiple window reductionsin one win-
dow of data[30], and constrainsthe burstinessof the sender
uponleaving fastrecovery[30].

« TCP SACK-Reno Reno congestionavoidancealgorithms
may be combinedwith the SACK option for lossrecovery to
form TCP“SACK-Reno"

« TCP SACK-NewReno Likewise, this correspond¢o TCP
NewRenocongestioravoidancewith the SACK optionfor loss
recovery.

Detailsof oursatellite-optimize BACK-NewRenoimplementa-
tion areprovidedin the Appendix. It is importantto emphasize
thatall of theaboreimplementationsvould beregardedascon-
formantto the TCP standardsin practice,mary morevariants
of TCPexist.

For ourfile transferexperimentsyerepeatedlyransferred 0
MB files acrossour testbedwhile varyingthelateng of theem-
ulatedsatellitechannel.Thefile transferdastedat least60 sec-
onds,allowing thelow throughpubf theinitial slow startphase
to be amortizedacrossthe lifetime of the connection. In the
simulationswe addeda numberbackgroundHTTP traffic gen-
eratorsto the topologyin orderto introducelow levels of cross
traffic (approximately80kb/sof the forward throughputof the
channel) Thesdraffic generatorslid notby themselescongest
theforwardpath;the TCPlosseswvereperiodicallyself-induced
by the greedynatureof the congestioravoidancemechanisnof
thepersistenfile transfersln the experimentsywhichwerecon-
ductedon operationahetworksduringearlymorningperiodsof
light actwity, the low amountsof live traffic on the networks
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Fig. 3. Throughputperformancef TCP SACK NewReno, TCP SACK Reno,
TCP NewReno,and TCP Renoover an experimentalpathwith a TCP/IP
bandwidthof 1.3Mb/sandno transmissiorerrors.Datapointsrepresenthe
samplemeansfrom 20 independentransfersof 10 MB each. In this and
subsequerftgures,errorbarsrepresen95% confidencentenals.

andthe variableprocessinglelaysof the hostssufiiced to add
variability to the experiments.

We plot the resultsof theseexperimentsin Figure 3. In
all of our figures,throughputis definedas “application-lesel”
throughput. For low valuesof RTT (lessthan 100 ms), the
performancas relatively high for all four variants. However,
for GEOdelays(600 ms) andfor LEO delaysgreaterthan100
ms, the differencein performancdor differentTCPimplemen-
tationsis quite evident. By analyzingpaclet tracesin both
the simulationsand the experiments,we determinedthat the
main distinctionbetweenthe implementationsvasin their be-
havior immediatelyuponleaving the slow start phaseof con-
gestionavoidance. It is critical that TCP transitionfrom slow
startto congestioravoidancein a smoothmanney with a con-
gestionwindow closeto the bandwidth-delayproduct of the
path. We found the performanceof SACK-NewRenoconges-
tion avoidanceto be the best;in this case,whena slow start
overshootccursthe protocolcutsits window in half onceand
smoothly movesto congestionavoidanceafter recovering all
losses.Thereis little penaltyfor usinga high-bandwidthhigh-
lateny GEO satellitelink in this case.WhenSACK wasused
without NewRenoenhancementéSACK-Reno), we obsened
thattheslow startterminationwhichis characterizethy several
burstsof pacletlossesresultedn theimplementatiortuttingits
congestiorwindow in half severaltimes, ratherthanjust once.
As aresult, TCPwasforcedto retuild its window linearly from
avery low value.The performancef NewRenowithout SACK
wassimilar but for a differentreasonln this casetheslow start
overshootesultedn similar bursty patternsof lossesput since
NewReno,unlike SACK, canonly recover one lossper RTT,
it spenta large portion of time recosering from the slow start
losses.Finally, TCP Renorarely avoided reducingits window
multiple timesfollowedby takingaretransmissiotimeoutafter
thefirst slow start,resultingagainin slow window growth.

The above datasetis appropriateéo model connectionsen-
tirely within a satellitesubnetverk, but doesnotaccuratelypor
tray conditionsfound on the wide-arealnternet. In the Inter
net, competitionfrom mary differentconnectiondeadsto net-
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Fig. 4. Theeffect of a singlecompetingshort-delayconnectioron the satellite
connectiors throughput. The competingconnectionwas a persistenfile
transferusing TCP SACK NewRenowith a nominal20msRTT betweera
backgroundsourceandsinkin theexperimentakopology

work congestion.For our next experimentswe addeda single,
large-windawv persistentonnectionfrom a backgroundsource
to a backgroundsink in the samedirection as the foreground
file transfer In our topology this causedhe first routerin the
network to occasionallypecomecongestedNotethatthis back-
groundconnectiondoesnot traverseary portion of our emu-
latedsatellitesubnet. Theresultsin this casearestrikingly dif-

ferent. It only takesonelow delay (in this case,20 ms RTT)

connectionto drasticallyreducethe achiezable throughputfor

SACK-NewReno,asshavn in Figure4. This is the TCP fair-

nesgproblemidentifiedearlier TCP’sfairnesgpropertiecanbe
thefirst-orderdeterminanbf how well alarge-windav satellite
TCP connectiorcando in the wide-arednternet. Eventhough
the satelliteconnectionwas successfuln avoiding timeoutsin

almostall of thetransfersthe window reductionsdueto recur

ring fastretransmitsubstantiallyreducedhe throughput. The
throughputis alsomuch morevariableundertheseconditions,
asrepresentetby the error bars. Otherrecentresultsillustrate
that multiple small-windav connectionsan have the sameef-

fect[24]; themain problemis thatthe connectiorwith thelong

RTT is too sluggishto rekuild its window andpushdatathrough
thecongestedjueuebeforeit takesanotheross.

In summary we obsened that TCP SACK with NewReno
congestioravoidanceis ableto sustainthroughputsat closeto
the bottlenecklink rate evenfor GEO-like delays. This is be-
causeTCPis ableto amortizethelow throughtputof theinitial
window build acrossa longerperiodof high throughput.How-
ever, our dataillustratesthatthe useof SACK aloneis not suffi-
cientto enablehigh performance Specifically NewRenohelps
to avoid coarsdimeoutsandmultiple window reductionswhile
SACK accelerateshe lossrecovery phase. Finally, the result
we would like to emphasizés thatit only takesvery moderate
levels of congestiorin the wide-arednternetto drasticallyim-
pair the performancef evenwell-configuredT CP connections.
In relatedwork, we have demonstratedhow large amountsof
wide-areanetwork congestiorcannearlyshutout GEO satellite
connectiongrom obtainingbandwidthonabottlenecKink [24].
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B. Performanceor Webtransfes

Besidedile transfersmostof therestof the TCPtraffic in the
Internetis drivenby Web transfers.Suchconnectionarevery
differentfrom file transfers. Typically, an Web client issuesa
smallrequesto asenerfor anHTML (HyperText MarkupLan-
guage)page. The sener sendsthe initial pageto the client on
this first connection. Thereafterthe client launchesa number
of TCP connectiongo fetch imagesthatfill out the requested
pageor to obtain differentpages. Eachitem on the pagere-
quiresa separateonnectiors Many commonWeb browsers
allow a userto operatemultiple (typically, four) TCP connec-
tionsin parallelto fetch differentimageobjects. Basically the
datatransfermodelis “client requestsener responsé.

Using standardl CP, any connectiorrequiresa minimum of
two RTTs until the client recevesthe requestediata(the first
RTT establisheshe connectionandthe secondoneis for data
transfer).As the RTT increasesthe RTT canbecomethe dom-
inant portion of the overall userperceved lateng, particularly
sinceaverageWeb sener responsd¢imesaremuchsmallerthan
onesecond31]. Two mechanismslescribedn Section3 at-
temptto alleviate the lateny effectsof TCP for shortconnec-
tions. The first, T/TCP, doesaway with the initial handshak&
(RTT) of the connection. The second 4KSS, allows the TCP
senerto sendup to 4380bytesin theinitial burstof data.If the
sizeof thetransferis no morethan4380bytes,thetransfercan
completein one RTT. By usingsomesimple analysis,we can
guantifythe beneficialeffectsthattheseT CP mechanismé&ave
ontheuserpercevedlateng.

Figure 5, adaptedfrom a similar figure in [32], illustrates
thelateny in ahypotheticathreesegmentreply usingstandard
TCP. We malke thefollowing assumptions:

« We do not modelsenerresponsdimesor segmenttransmis-
sion times. We assumean ervironmentin which the RTT is
thedominantatens in thetransfer* Senerrespons¢imesand
segmenttransmissiordelaysare a constantoffsetto the laten-
cieswe calculatej.e., the sameoffsetmustbe addedno matter
whatversionof TCPwe areconsidering.

« Weassumao pacletlossesandafixedRTT. Thereforethese
latenciesarethe bestcase.

« We donotmodelsomeof thebugsthathave appearedh early
HTTP implementationandthatarediscussedh [32], underthe
assumptionhatthey will graduallydisappearFor example,one
quite prevalentbug allows the connectiorto startwith aninitial
congestiorwindow of two segmentg2].

With theseassumptiongn mind, considerFigure 5, in which
dashedinesdenotecontrol pacletsandsolid linesindicatedata
paclets. Thefirst RTT is consumedy a SYN exchange after
which theclientissuesanHTTP GET request.Uponreceving
andrespondingdo thisrequesttheseneratthis pointhasacon-
gestionwindow of one segment. Assumingthat the TCP im-
plementationimplementsdelayedacknaviedgments(delayed
ACKSs) of upto 200ms|7], theclienton averagewill acknavl-
edgethis dataafter 100 ms. Upon receving the acknavledg-

3SWewill discussshortlyamodificationto this approachknonn asPersistent-
HTTP (P-HTTP),whichreuseshe sameTCP connectiorfor multipleitems.

4Thisis notawaystruein practice.Evenfor fastlinks, sener responsesan
take several secondsbut on averagethe sener respons¢imeis muchlessthan
asecond31].

CLIENT SERVER
TT--__SYN
RTT T
SYN, ACK _ - -~
-
-~ _ACK
HTTP GET
Server response
. time (not modeled)
Client-
perceived t Transmission
latency = delay (not
3RTTs + modeled)
delayed ACK + Delayed
server resp. + ACK
transmission (modeled
delays as100ms  ~ ~ _ ACK
on average) - '
T 7=~ _FIN,ACK
- -~
ACK _--~

P o

Fig.5. TCPlateny of a3 sggmentsener reply usingstandardrCP.

ment,the congestiorwindow grows to 2, andthe sener sends
thesecondandthird segmentsfollowedby aFIN, which closes
its half of the connection.The client mustcloseits own half of

the connectionput we do not modelthis delaysinceit doesnot

contrituteto userpercevedlateng. Thereforethetotalamount
of TCP-relatedateng is 3 RTTs + 100msin this case.Using

eitherT/TCP or 4KSSwould reducethelateng to 2 RTTs, and
usingbothmechanismsvould reduceit to asingleRTT.

We usedHTTP tracesto computeprobability massfunctions
(pmfs) for the numberof bytestransferredoer HTTP connec-
tion. We thencomputedheaverageT CPlateng for all of these
file sizes basedn asimpleanalysisof how the congestiowin-
dow builds over time. Becausesometransferswerevery long,
we eliminatedthoseover 100 segments(only 2-4% of the data
set, in general). For thesecases,it is more realisticto con-
siderthemaslargefile transfers.Our tracedatawas gathered
from two differentuserpopulations Thefirst, collectedby Mah
in 1995[27], comesfrom a well connectedBerkeley subnet.
The secondset,collectedby Gribblein 1997[31], comesfrom
Berkeley residentialusageover dial-up modems.By usingthis
tracedatawith our model,we estimated¢he minimum, median,
andmeanlateng effectsof TCP on userpercevedlateng. For
GEOnetworks,we modeledthe RTT asa fixed 600 ms,andfor
LEO networkswe assumedh RTT of 80 ms. To verify the an-
alytical results,we alsoperformedmeasurementssingsimilar
pmfsto drive a TCPtraffic generatoin our experimentakopol-
ogy, andwe recordedhelateng experiencedilongwith thefile
sizefor eachfile transfer For the experimentswe did not cull
thelarge transferdrom our tracedata. The experimentalsetup
capturedthe effectsof not only the propagatiordelay but also
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TABLE |
TCPlateny effectson HTTP transferdor GEOandLEO satelliteconnectionsTracedatais takenfrom [27]. All latenciesarein secondsFor the experimental
results,95% confidenceéntenals areshavn in parentheses.

Geostationaryorbit (600msRTT)
1500byte segments 500byte segments
minimum | median| mean| expt. mean || minimum | median| mean| expt. mean
Standard TCP 1.2 1.9 1.9 2.0(0.1) 1.2 2.5 2.5 2.6(0.1)
T/TCP 0.60 1.2 1.2 1.4(0.1) 0.60 1.8 1.7 2.0(0.1)
TCP with “4KSS” 1.2 1.2 1.4 1.6(0.1) 1.2 1.8 1.7 1.9(0.1)
T/TCP with “4KSS” 0.60 0.60 0.80 1.0(0.1) 0.60 1.2 1.1 1.3(0.1)
Low-earth orbit (80 msRTT)
Standard TCP 0.16 0.34 0.31 0.37(0.02) 0.16 0.42 0.42 0.55(0.02)
T/TCP 0.08 0.16 0.17 0.28(0.02) 0.08 0.24 0.25 0.47(0.02)
TCP with “4KSS” 0.16 0.16 0.18 0.25(0.01) 0.16 0.24 0.23 0.31(0.01)
T/TCP with “4KSS” 0.08 0.08 0.10 0.16(0.01) 0.08 0.16 0.15 0.23(0.01)

theprocessinglelaysin realendsystems.

In Table1, we presentheresultsfrom ananalysisof thedata
setprovided by Mah [27]. Thefirst threecolumnsof datalist
the minimum, median,andmeanTCP transfertimesrequired,
accordingto the analysisof thetracefile andassuminga maxi-
mumsegmentsizeof 1500bytes. Thesevalueswerecalculated
by first determiningthe TCP relatedlateng for a connection
of a given size,andthen by weightingtheselatenciesaccord-
ing to the pmfsderivedfrom thetracedata. The fourth column
lists experimentalresultscorrespondingo this dataset. These
valuesarethe mean(and95% confidencantenal) of 1000in-
dependentransfersin whichthesizeof thetransferwasgener
atedrandomlyaccordingo the pmfsdrawn from thetracedata.
Thelastfour columnsaresimilarto thefirst four, exceptfor the
useof a maximumsegmentsize of 500 bytes. This dataindi-
catesthatthe useof eitherT/TCP or TCP with 4KSSimproves
meanlatengy by a small amount,but the combinationof both
optionsyields animprovementon the order of 50%. The rel-
ative improvementis similar whetherGEO or LEO networks
are assumedbecausehe analysisis basedon RTT). Because
themeanlatenciesusingtheassumed.EO network arealready
rathersmall, the improvementsdue to TCP optimizationsare
lesslikely to be perceved by users. The datasetprovided by
Gribble[31] containedslightly largertransferspn average but
thesametrendsin TCPlateny werepresent.

Finally, the mostrecentversionof the HTTP specification
(version1.1 [33]) recommendghat seners and clients adopt
the persistentconnectionand pipelining techniquesknown as
“persistent-HTTP"(P-HTTP)[34]. Ratherthanusingseparate
TCP connectiondor eachimage on a page,P-HTTP allows
for a single TCP connectionbetweenclient and sener to be
reusedor multiple objects.The shift to P-HTTPoffersatrade-
off in performancdor satelliteconnections.On the one hand,
P-HTTPis potentiallymuchmorebit-efficientthanHTTP with
standardl CP, becauseonnectionarenotsetup andtorndown
asfrequently(the connectionestablishmentostsareidentical
to thoseof T/TCP[32]). However, in termsof lateng, the use
of T/TCPandmultiple,concurrentonnectionsnayyield faster
Web pageloadsundersomescenariosThe capabilityof mary

Webbrowsersto supportmultiple, concurrentonnectionss an
exampleof a generatechniqueknown as“striping,” which has
beena stratgy for transportprotocol improvementknown to
satellitenetwork operatorsfor sometime, andwhich hasmost
recentlybeenstudiedin the context of FTP[35]. BecauselCP
andHTTP optimizationssuchasT/TCR andTCPwith 4KSSdo
notyield majorperformancémprovementgor mostusersof the
Internet[32], it is unclearwhetherthey will seedeployment.in
fact, Padmanabhanecentlystudiedthe potentialbenefitof not
usingP-HTTPbut insteadevertingbackto multiple, concurrent
TCP connectionghat sharecongestionwindow andotherstate
information[36].

In summaryfor connectionsisingGEOQ satellitelinks, TCP
optimizationssuchas T/TCP and4KSS, especiallywhenused
togethercanoffera50%improvemenin userpercevedlateng
andin reducingthe bandwidthoverheadf HTTP connections.
For LEO satellitelinks, optimizationsto reducethe numberof
unnecessargontrol pacletsare desirable put optimizationsto
reducdateng will nothave asperceptibleof aneffectfor users
becausgropagationdelaysare smaller However, sincesuch
optimizationsdbenefitonly a smallusercommunity it is possible
thatthey will notseewidespreadieployment.

VI. SPLIT TCP CONNECTIONS

Although TCP canwork well over even GEO satellitelinks
undercertainconditionswe haveillustratedthattherearecases
for which eventhe bestend-to-endnodificationscannotensure
good performance. Furthermorejn an actualnetwork with a
heterogeneousserpopulation,usersandsenerscannotall be
expectedo berunningsatellite-optimizedersionsof TCR. This
hasled to the practiceof “splitting” transportconnectionsThis
conceptis not new; satelliteoperatorshave deployed protocol
corvertersfor mary years. In this section,we describehow
TCP connectionamay be split at a satellite gatavay, identify
somedrawbacksto split connectionsand quantify how much
improvementcanbe obtained.
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Fig. 6. Futuresatellitenetworking topologyin which a satellite-basetiostcommunicatesvith asenerin the Internet

A. Splitconnectiorappmaches

The idea behind split connectionss to shield high-lateng
or lossy network segmentsfrom the rest of the network, in a
mannertransparento applications. TCP connectionsnay be
split in a numberof ways. Figure 6 illustratesthe most gen-
eral case,in which a gatewvay is insertedon the link between
the satelliteterminalequipmentandtheterrestrialnetwork. On
the userside, the gatavay may be integratedwith the userter
minal, or theremay be no gatevay at all. The goalis for end
usersto be unaware of the presenceof an intermediateagent,
otherthanimproved performance Fromthe perspectie of the
hostin thewide-arednternet,it is communicatingvith a well-
connectechostwith a muchshorterlateng. Over the satellite
link, asatellite-optimizedransporfprotocolcanbeused.

TCPmaybesplitin thefollowing ways:

« TCP spoofingln this approachthe gatavay on the network
sideof the connectiormprematurelyacknavledgesdatadestined
for the satellite host, to speedup the senders datatransmis-
sion [37]. It thensuppressethe true acknaviedgmentstream
from thesatellitehost,andtakesresponsibilityfor resendingry
missingdata. As long asthetraffic is primarily unidirectional,
TCP datagramsare passedhroughthe gatevay without alter
ation. In thereversedirection,the samestratayy is followed. No
changesreneededatthesatelliteclient.

o TCP splitting Insteadof spoofing,the connectionmay be
fully split at the gatevay on the network side, and a second
TCP connectiormay be usedfrom the satellitegatavay to the
satellitehost. Logically, thereis not muchdifferencebetween
this approachandspoofing,exceptthatthe gatevay maytry to
run TCP optionsthatarenot supportedy theterrestrialsener.
Modernfirewall implementation®ften performa type of TCP
splitting (suchassequenc@umbenremapping¥or securityrea-
sons.

« Web caching If satellite-basedVeb usersconnectto a Web
cachewithin the satellitenetwork, the cacheis effectively split-
ting ary TCPconnectiorfor requestshatresultin acachemiss.

ThereforeWebcachingnotonly canreducethelateng for users
in fetchingdatafrom theWeb, it hasthe sidebenefitof splitting
thetransporiconnectiorfor cachemisses.

Furthermorewhenthe TCP connectionis fully split at a gate-
way or cache,it is possibleto usean alternatve protocol for
the satelliteportion of the connection.While this requiresthe
useof a satellitegatavay or modified end-systensoftware on
thesatellitehosts side,thisapproachmayprovide betterperfor
manceby improving on TCP’s performancen waysnot easily
achieved by remainingbackward compatiblewith existing im-
plementations Set-topboxesor otheruserterminalequipment
may provide a naturalpoint for the implementatiorof protocol
conversion(backto TCR if necessarynthesatellitehostsside
of theconnection.

In all threeapproachegshe amountof perconnectiorbuffer-
ing requiredatthe gatavay is roughly 2-3 timesthe bandwidth-
delayproductof thesatellitelink or theInternetpath,whichever
is smaller The computingresourcesequiredto supportalarge
set of users(approximately200-500KB of memory per ac-
tive connection,plus processingjare not trivial. In addition,
althoughpersistent-HTTReonnectionswill reducethe number
of connectionghat needto be setup andtorn down, they will
alsodrasticallylowertheduty cycle of eachTCPconnectionre-
quiring thegatavay to keepresourcesllocatedor idle connec-
tions. However, it is importantto emphasizehatif Web caches
or otherproxiesarealreadypart of the satellitenetwork archi-
tecture therewould be no needfor extra equipmento support
transport-leel gatevays.

Besidegheresourceconsumptiomotedabove, split connec-
tionsarenot without otherhazards First, from anarchitectural
standpointa split TCP connectiorthatis not explicitly associ-
atedwith a proxy or a cachebreakshe end-to-endsemanticof
thetransporfayer. Althoughapproachefor TCPimprovement
over local areawirelesslinks, suchasBerkeley’s “snoop” pro-
tocol [38] and“mobile TCP” [39], canpresere end-to-endse-
manticsjt is moredifficult to duesoin the satelliteervironment
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portions.

becauseombatinghefairnesgproblemreliesonearlyacknavl-
edgmenbf data.However, stepscanbetakento ensurehatthe
connectiordoesnot closenormally unlessall datahasbeenre-
ceived; for example,the gatavayscanallow the FIN segment
of TCPto passend-to-endFurthermorehigherlayer protocols
typically have mechanismso restarta transporiconnectiorif it
prematurelyfails. Secondgatavaysintroducea singlepoint of
failurewithin thenetwork, andrequireall traffic for agivencon-
nectionto beroutedthroughthem(i.e.,therecanbeno alternate
paclet routing). Third, protocolcorversiongatevaysareinef-
fective if IP-level encryptionand authenticatiorprotocolsare
operatingon a link, althoughthey canstill function normallyif
the encryptionand authenticationis performedat the transport
layer In the caseof IP-level security the gateavay mustbe in-
cludedaspartof the“trust infrastructure’to operate.

B. Splitconnectiorperformance

In Figure 7a, we examinethe performancegainsachievable
whenthe TCP connectionis split at the gatevay betweenthe
satellitenetwork andthe Internet,underthe sameconditionsas
shawvn in Figure4 (a competingshortdelay connectionin the
Internet).We replottedthe relevantdatafrom Figure4 for com-
parison. Note thatthe presencef the gatevay allows the split
connectiorto competdor bandwidthin thewide areaandobtain
its fair share However, asshavn in Figure7b, thereversechan-
nel usagerequiredfor this TCP connectioris roughly 20 Kb/s.
This usagescaledinearly with the forward throughputandfor
1000 byte segments,is roughly 2% of the forward throughput
achieved. For bandwidth-constrainedversechannelsasmight
bethecasan somesatellitesystemsthis setsanupperboundon
the forward throughputachievable. This suggestshatit would
be usefuleitherto make modificationsto TCP to reduceits re-
versechannelusaggsuchasusingmodificationgo handleTCP
asymmetry[6]) or to usea protocol over the satellite portion
of the connectiorthat useslessbandwidth. We investigatethe
latter possibilityin the next section.

VIIl. SATELLITE TRANSPORT PROTOCOL

As an alternatve to further modifying TCR we have stud-
ied theperformanceachiezablewhena protocolspecificallyop-
timized for the satelliteervironmentis usedin placeof TCP
We have developedsucha protocol, which we call the Satel-
lite TransportProtocol (STP)[40], by makingmodificationsto
an existing ATM-based,reliable link layer protocolknown as
SSCOP[41]. STPcanbe usedin two ways: i) asthe satellite
portion of a split TCP connectionandii) asa transportproto-
colfor controlandnetwork managemerttaffic within asatellite
communicationsetwork.

A. STPdesign

The overall designof STP may be contrastedwith that of
TCP Like TCR STPprovidesa reliable,byte-orientedstream-
ing dataserviceto applications.We designedSTPto offer the
sameAPI| asdoesTCR andto operateover an IP-basednet-
work. The transmittersendsvariable-lengttpacletsto the re-
ceiver, storingthe pacletsfor potentialretransmissiomntil the
receverhasacknavledgedhem.However, STP5sautomatiae-
peatrequesfARQ) mechanisnusesselectve negative acknavl-
edgmentsratherthanthe positive acknavledgmentmethodof
TCP Packets, not bytes, are numberedsequentially and the
STPtransmitteretransmitonly thosespecificpacletsthathave
beenexplicitly requestedby therecever. Unlike TCR thereare
no retransmissiotimersassociateavith paclets.

Oneof themain differencedetweenSTPand TCR, andone
thatoffersanadwantagefor asymmetrimetworks, is theway in
which the two protocolsacknavledgedata. TCP acknavledg-
mentsaredata-drven;the TCPrecevertypically sendsanACK
for every otherpaclet recevved. While this is beneficialfor ac-
celeratingwindow growth uponconnectiorstartup,it resultsin
a large amountof acknavledgmenttraffic whenwindows are
large. In STR the transmitterperiodicallyrequestghe recever
to acknavledgeall datathatit hassuccessfullyeceived. Losses
detectedy thereceverareexplicitly negatively acknavledged.
The combinationof thesetwo stratgies leadsto low reverse
channelbandwidthusagewhen lossesare rare and to speedy
recoveryin theeventof aloss.
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STPhasfour basicpaclet typesfor datatransfer(we ignore,
for now, theadditionalpaclettypesneededor connectiorsetup
andrelease)The SequenceBata (SD)pacletis simply a vari-
ablelengthsggmentof userdatatogethemwith a24 bit sequence
numberanda checksum.SD pacletswhich have not yet been
acknavledgedarestoredin abuffer, alongwith atimestamgn-
dicatingthelasttime thatthey weresentto therecever. No con-
trol datais includedin the SD paclets;instead the transmitter
andrecever exchangePOLL and STAT(us)messagesPeriodi-
cally, thetransmittersendsa POLL pacletto therecever. This
POLL paclet containsa timestampand the sequencenumber
of the next in-sequencé&D paclet to be sent. The recever re-
spondsto the POLL by issuinga STAT messagevhich echoes
the timestampjncludesthe highestin-sequencgaclet to have
beensuccessfullyeceved,andcontainsalist of all gapsin the
sequenceumberspace.The STAT messagés similar in con-
ceptto a TCP selectve acknavledgmentgxceptthatthe STAT
messageeportsheentirestateof thereceverbuffer (ratherthan
thethreemostrecentgapsin a SACK). SinceeachSTAT mes-
sageis a completereport of the stateof the recever, STPis
robustto thelossof POLLsor STATS.

The fourth basicpaclet type is calleda USTAT (unsolicited
STAT) paclet. USTATs are data-driven explicit negative ac-
knowledgmentsand are usedby the recever to immediately
reportgapsin the receved sequencef pacletswithout wait-
ing for a POLL messagéo arrive. This allows the POLL and
STAT exchangeto be run at a low frequeng (typically two or
threeper RTT whenthe RTT is large). In a network in which
sequencéntegrity is guaranteear highly likely, a USTAT can
be sentuponary receptionof a packet numberedbeyond the
next expected.If resequencingy the network is possible US-
TATs can be delayeduntil thereis a high probability that the
missingpaclet wasnot reorderedy the network. However, if
the USTAT is senttoo early thereis only the small penaltyof
a redundantetransmission.USTATSs are the primary form of
negative acknavledgmentand STATs recover all second-order
losses.

The basicoperationof STPcanbestbeillustratedby an ex-
ample. For simplicity, Figure 8 only illustratesone direction
of datatransferand assumeghat sequencentegrity of trans-
missionsis presered. In the example,the transmittersendsa
seriesof consecutiely numberegaclets. After paclet (SD) #4
is sent,a POLL pacletis sent(dueto eitherthe expirationof a
POLL timer or athresholdon the numberof new pacletssent).
The POLL tells therecever thatthe next messageo be sentis
#5, sothereceverknowsthatit shouldhave recevedpacletsO
through4. In this casesincethey have all beenreceved,there-
ceiver returnsa STAT paclet acknavledgingall dataup to and
including paclet #4. After sendingthe POLL, the transmitter
continueswith paclets5 through9. However, paclet#7 is lost.
Therecever detectghis lossuponreceiptof paclet#8 andim-
mediatelyrequestsetransmissiomf #7 with a USTAT paclet.
Beforethis USTAT is recevedatthetransmitterthetransmitter
againssendsa POLL paclet. Uponreceptiornof the USTAT, the
transmitteimmediatelyresendg#7, continueson with new data
transmissionandthenrecevesa STAT paclet againreporting
#7 asmissing. However, the timestampn the STAT paclet al-
lowsthetransmitterto determinghattheretransmissiohasnot
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Fig. 8. Exampleof STPoperation.

yethadanopportunityto reachtherecever, therebyavoidingan
unnecessargetransmissionlf #7 hadagainbeenlost, the next
STAT messag&ould have stimulateda secondetransmission.

B. Our protocolmodifications

In theprevioussubsectionwe describedhecoredatatransfer
mechanisnmof STR whichis basedn thebasicoperatiornof the
SSCOPprotocol. However, SSCOPcannotoperateover con-
nectionlessietworksfor a numberof reasonsin [40], we have
describechow STPbuilds on the basicSSCOPdesignthrough
several protocol additions. In this section,we highlight three
of the mostimportantdifferencesbetweenSTP and SSCOP;
namely the addition of a hybrid window/rate congestioncon-
trol mechanisma fastconnectionstartthatavoids unnecessary
handshakingand the piggybackingof a POLL messagen a
datasegment.

« Congestioncontrol The SSCOPspecificationincluded no
flow or congestiortontrolmechanismFor datatransferin adis-
tributed paclet-switchednetwork, somemechanisnis needed
to adaptto changingnetwork conditions. The TCP congestion
controlmechanismin whicheachconnectioradjuststs sending
ratebaseduponimplicit feedbackirom the network (the drop-
ping of paclets),hastwo main problemswhenappliedto STR
First, TCPrelieson apropertyknown asACK-clocking: thear-
rival of an ACK triggersdeparturesf new paclets,which helps
to smoothout the transmissiorof pacletsto a degreeof bursti-
nessthatthe network canaccept.In STR sinceACKs (STATS)
areonly sentperiodically anothertechniqueto smoothlysend
datais required.Secondit is unlikely thatcongestiorcontrolin
asatellitenetwork will operaten acompletelydistributedman-
nerwith nobandwidthconstraintsThesolutionthatwe adopted
is basedon modificationsto TCP’s flow control. In particular
we designeca mechanisnthatadaptgo theamountof ratecon-
trol desiredn the network.
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Fig.9. Comparisorbetweersplit TCPandsplit STR For fair comparisonboth TCPandSTPusedidenticalcongestiorcontrol policies.

We startwith the basic TCP algorithmand describeoperation
whenthereis no network rate control. The protocolmaintains
a congestiorwindow, which is setto aninitial numberof seg-
mentsandwhich is guaranteedever to exceedthe window of-
feredby therecever. Theprotocolthenundegoesslow startby
increasingts congestiorwindow by onepacletfor eachACKed
paclet;i.e., it follows rulesfor TCP slow start. The congestion
avoidancealgorithmis alsosimilar. However, slow startis never
reenteredincetherearenotimeouts.The protocolincrease#s
window or enablesew retransmissionsnly uponreceiptof a
STAT or USTAT message.Therefore,at every receptionof a
STAT or USTAT, thetransmittelcountshow mary transmissions
areenabledandschedulegshemto be sentuniformly over the
estimatedRTT of the connection.The estimatedRTT is com-
putedfrom the timestampof a receved STAT andthe current
time, andwe performalow pasdiltering acrosseveralsamples
to obtainthedelayedsendtimer.

Next, considerthe casewherea minimumandmaximumsend-
ing rateareimposedby the network. The techniquedescribed
above easilygeneralizeso this caseby constraininghe allow-
ablevaluesof the timeoutintenal for the delayedsendtimer.
If a hard upperboundexists on the sendingrate, retransmis-
sionscan be countedamongthe pacletsscheduledo be sent.
The requiredgranularityof the delayedsendtimer dependn
the granularityof the ratesenforcedby the network andon the
accessspeedof the network.®> Additionally, the granularityof
thetimer mayberelaxedto reducethe overheadf interruptsin
theprotocolprocessingln ourimplementationye usedtimers
with agranularityof 10 ms.

« Handshake avoidance SSCOPoriginally had hooksplaced
in the protocol specificationto allow the standardizatiorof a
“fastconnectiorstart; butthemechanismvasnevercompleted.
We addedthis featureto STPasfollows. Datais allowedto be
sentin aBEGIN messagén anticipationof aconnectioraccep-
tanceby thepeerhost.In addition,dependingntheinitial value
of thewindow (if window controlis beingusedin a network),
SD and POLL segmentsmay also be sentbeforean acknawl-
edgmentof the BEGIN messages receved. Therefore,both

51t may be possibleto relaxthe requiredgranularityof this timer if the MAC
layeralsoperformstraffic smoothing.

the T/TCPreducechandshakin@ndpoliciessuchasthe 4KSS
mayeasilybeimplementedConnectiorsequencaumberselp
to distinguishdifferentconnectionsn muchthe sameway asin
T/ITCP

« Piggybaclked POLL Finally, afundamentatlesignprinciple
of SSCOPwasthe separatiorof dataandcontrolflow. SSCOP
wasdesignedor anATM ernvironment,in whichaPOLL mes-
sagdfits into asinglecell andoccupiesa smallamountof switch
buffering. For this reason,POLL messagesr ACK informa-
tion is not piggybacled on SD segments,althoughthe mecha-
nismwasseriouslyconsiderediuring SSCOPdevelopment.In
theInternet,however, mostIP routersplacebuffer limits onthe
numberof pacletsreceved, not on the size of suchpaclets,so
a POLL segmentactuallytakesup asmuchbuffer spaceasfull
datasegment. Becauseof this, we noticedin our initial exper
imentsan effective reductionof usablebuffer spacealongthe
forwarddatapath. Thereforewe experimentedvith piggyback-
ing POLL messagesn outgoingdatasegmentsf bothtypesof
segmentswerescheduledo be sentaroundthe sametime. This
modificationhelpedgreatly reducingthe numberof standalone
POLL segmentshy aboutanorderof magnitudeleadingto sub-
stantialimprovementat the small costof defininganadditional
paclet type. Moreover, piggybackPOLLs canbe usedto effi-
ciently andquickly trigger STAT responsesvhenthe windows
aretoo smallto justify periodicPOLLing.

More completedetails and a specificationof STP can be
foundin [42].

C. STPperformance

Figure9 plotsthe differencein file-transferperformancee-
tweensplit STP and split TCP (SACK-NewReno)whenthere
is competingshort-delaytraffic in the wide-arealnternet. To
permita fair comparisorbetweerthe two protocols,we imple-
mentedin STP the identical slow start, congestioravoidance,
andexponentiabacloff algorithmsfoundin TCP (themaindif-
ferences that STPusesbyte counting,ratherthan ACK count-
ing, to build its congestiorwindow). In practice, dependingon
the bandwidthmanagemenemployed in the satellitenetwork,
othercongestiorcontrol mechanismsnay performbetter Fig-
ure 9 illustratesthat STPachievesapproximatelythe samefor-
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wardthroughpuiasTCR becauséheforwardthroughpuis pri-
marily governedby the congestioravoidancepolicy. For long

RTTs, STPSs throughputs slightly smallerthan TCP’s because

the STPcongestiorcontrolmechanismin smoothinghetrans-
missionof new dataover the estimatedRTT of the connection,
effectively makesthe controlloop longer We foundthe band-
width overheadn the forwarddirectionto be slightly lower for
STPthanfor TCR sincethe persegmentoverheadeductionin
STPdatapaclketsmorethancompensatefor the POLL traffic.
In the reversedirection, STP usesmuch less bandwidththan
TCP STPS reversechannelusagelinearly decreasesvith the
RTT, sincewe configuredhepolling frequeng to be 3 timesthe
estimatedRTT of the connection.The amountof returnband-
width requiredis thereforendependensf the forwardthrough-
put. We have alsofound STPto belesssensitve to variationsin
RTT, sincethesendingof datadoesnotrely onregularreception
of ACKsonthereversepath[40].

We alsoexaminedtheperformancef STPversughatof TCP
and T/TCP for shorttransfers. Thereis an inherenttradeof
betweenthe userperceved lateny of the connectionand the
amountof bandwidthusedto return ACKs. To completethe
connectionasfastas possible,datamustbe ACKed regularly
and quickly, but this leadsto more pacletssenton the reverse
channel. For long file transferswhenthe window and buffers
arelarge, datacanbe ACKed lessfrequently In our STPde-
sign,whenthecongestiorwindow waslow (below somethresh-
old value), we configuredthe STP transmitterto sendthe last
paclet of every databurst with a piggybaclked POLL, andto
suppressimer-driven POLL transmissionsWhenthe window
grew above the threshold,POLL transmissionsvere regularly
scheduledThisledto frequentSTAT message®neperarrived
databurst)atthe beginningof connectionshut alsoreducedhe
relativeamountof POLL traffic in theforwarddirectionandkept
the lateng low. The overall STPbehaior is similar to that of
T/TCPfor shorttransferswhile for longtransferavhenthewin-
dow is large, the reversechannelutilization is greatlyreduced.
In our experimentswe foundthata window thresholdvalue of
approximatelyl 0 timesthe segmentsizeworkedwell.

Table 2 illustratesthe relative performanceof TCP, T/TCR
andSTPin termsof boththe averagdateny andaveragenum-
ber of paclets,whendrivenby a traffic generatobasedon the
HTTP tracedistributionsof [27]. The datawerecollectedfrom
experimentson a local network in which the device driversof
thehostswereconfiguredo producea RTT of 600ms,andSTR
T/TCR and TCP implementedstandardl CP congestioravoid-
ancewith aninitial congestiorwindow sizeof one. Eachtable
entryis the averagelateny of 1000independentunswith the
given protocol. We obsenedthat STPs performancevasbet-
ter than TCP’s but slightly worsethan T/TCP’s, both in terms
of averagelateny andaveragenumberof pacletsper connec-
tion. Thereasorthatthenumberof pacletsrequiredfor anSTP
connectionis higherthanfor T/TCP is becauseas discussed
above, for smallvaluesof the congestiorwindow, the protocol
“ACKs” (i.e., sendsa STAT) more frequentlythanevery other
paclet, to reducelatengy. However, the reasonthat STPS la-
teng is notconsequentjowerthanT/TCP’sis dueto its traffic
smoothingnechanismpacletseligible for transmissiorarenot
sentimmediatelybut ratherpacedout over the estimatedRTT.
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TABLE Il
Comparisorof TCR, T/TCRE andSTPperformancdor HTTP traffic. The
resultsareaveragef 1000HTTP transferswherethetrafic generatedvas
dravn from anempiricaldistribution basedon tracesdescribedn [27].

| | Avg. latency (s) | Avg. packets |

TCP 20 12.3
T/TCP 14 7.3
STP 15 9.1

In short,this dataillustratesyet anothettradeof in protocolde-
sign, this time betweersmoothingbursty dataandreducingla-
teng. For smalltransfers STPbehaior couldbe furthertuned
to morecloselyapproximatel /TCP operation althoughwe did
not experimentwith this approach. Empirically, we have ob-
sened that Web browsersusing STP over GEO-like emulated
channelgontinueto operatewith goodperformancéor reverse
channelswith bandwidthaslow as 1 Kb/s, while sucha con-
strainedbackchannelendersorventionalTCP unusable.

In additionto laboratorytesting,we experimentedwith the
performanceof both TCP SACK-NewRenoand STPin com-
mercialnetworks. As describedn Section4, we usedthe Di-
recPCsatellitesystemandRicochetpacletradionetworks,both
of which arehighlateng networkswith asymmetrigpaths.The
RTT overtheDirecPCsystemandbackthroughthelInternetwas
roughly 375msover 12 hops. The baseRTTs in the Ricochet
systemwere roughly 350 ms, but becauseof the deeppaclet
gueuesn theradionetwork, latenciesouldrangeashighas15
seconds.In addition, 15 network hopswererequiredbetween
thewirelessgatavay andthe machineat Berkeley. Table3 pro-
videsexperimentakesultsfrom severalfile transfersoverthese
systems. Both networks rely on the wide-arealnternetfor at
leasta portion of the traversedpath. For the DirecPCnetwork,
the averageforward throughputperformancdor STPis better
thanthatof TCR andSTPalsousedessthanhalf of thereverse
bandwidthrequiredfor TCPR Similarly, STPdoesbetteron aver-
agein the pacletradionetwork. The paclet buffersin this case
arevery deep,and STP’s sendingbehaior wasso smooththat
we oftenobsenedextremelylong queueinglelays(15 seconds)
built up in the network before STP took a loss due to buffer
overflow. This behaior suggestghat STR whenusedin low
bandwidthnetworks, shouldbackoff its window growth upon
detectionof lengtheningRTTs. In addition,the factthatsome
transportprotocolscaninducethis muchqueueinglelayargues
for the deploymentof routerbasedcongestioncontrol mecha-
nismssuchas RandomEarly Detection(RED) [43] in paclet
radionetworks[44].

In summarywe have describedhe designand performance
of a satellite-optimizedransportprotocolwhich compareda-
vorably with satellite-optimizedI CP for certainervironments.
STPinherentlyincorporatesnary of thefeatureghathave been
proposedr adoptedas TCP optionsfor improved satelliteper
formance. STP also allows for the use of rate-baseaonges-
tion control,andbecausé¢hereversebandwidthusages roughly
constantSTPis well matchedo satellitenetworkswhich allo-
catefixedamountf uplink bandwidthto users(suchasthose
usingTDMA multipleaccess)Onedravbackof usingSTPwith
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TABLE 11l
Resultof file transferexperimentsover the DirecPCDBS systemandRicochet
paclet radionetwork. Thethroughputdistedarethe averagef 25file
transfersThefile sizeswerel MB for DirecPCand100KB for Ricochet.

| [ STP (Kb/s) | TCP SACK (Kb/s) |

DirecPCfwd. 480 370
DirecPCreuv. 2.8 7.6
Ricochetfwd. 28.1 27.1
Ricochetrev. 0.6 0.9

a heterogeneouslient populationis the requirementhateither
the end hostimplementSTP or the satellitenetwork interface
(suchasa set-tophbox) corvertthe protocolbackto TCRP How-
ever, mary of thechangeproposedsTCP optionsalsorequire
client-sidechangesparticularlythosedealingwith TCP asym-
metry. Finally, STPcanbeusedinternallywithin a satellitenet-
work by applicationghatarewritten to useTCP. For example,
Webcachesn aglobalsatellitenetwork couldbeinterconnected
by STPconnections.

VIIl. RELATED WORK

Therehave beensereral efforts aimedat improving transport
protocol performanceover satellitelinks. Partridgeand Shep-
ard discussseveral causedor poor satellite TCP performance
in [14]. Regarding TCP modificationsfor the satellite ervi-
ronment,three recentresearchefforts standout. The first is
the developmentof a modified versionof TCP known as the
SpaceCommunication$rotocol Standads— TransportProto-
col (SCPS-TPJor the generalspaceervironment[45]. SCPS-
TP proposesa new TCP option which would enableseveral
changeso basicTCPmechanismsncludingthefollowing: dis-
tinguishingbetweernpacket lossandpaclet errors(to reactdif-
ferently to the two events),usingthe TCP Vegas[46] conges-
tion avoidancealgorithms,identifying link outageevents,per
forming headercompressionand using selectve negative ac-
knowledgmentsHowever, SCPS-TRloesnotadwocateapartic-
ularstratgy for handlingasymmetrichannelsalthoughseveral
possibilitiesarediscussedA morecomprehensie studyon the
useof TCPoverasymmetrichannelsvasrecentlyperformedt
Berkeley [6], althoughthe motivationfor the studywaspaclet
radioandwirelesscablenetworks. Theauthorsnvestigatecer-
eraltechniquedor reducingthe frequeng of ACKs generated
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searchefforts in the 1980s. Researcherat AT&T developed
the“SNR” protocolfor high bandwidth-delayroductnetworks
[47]; theprotocolis namedafterits inventorsSabnaniNetravali,

and Roome. In parallel, COMSAT Laboratoriesvasworking

on selectve-repeastratgjiesfor satellitenetworks[48]. Stan-
dardizationproposaldhasedon theseefforts were combinedto

form SSCOPSomeSTPprotocolmechanismsuchasselectve

negativeacknavliedgmentandUSTATsresemblesimilarmech-
anismsin the unicasttransportprotocol for XpressTransport
Protocol(XTP) version4.0[49]. Timer-drivenacknavledgment
mechanismsimilar to thosein SSCOPdatebackto 1984[50].

Theerrorperformancef SSCOPRwvasstudiedin [51].

In the 1980%, a protocol known as NETBLT (NETwork
BLock Transfer)wasdesignedor datatransferover satellitelP
links [52]. Two maindifferencesxist betweenSTPandNET-
BLT. First, datatransferin NETBLT is semanticallyarranged
in large fixed block sizescalled “buffers” Applications are
aware of thesedataboundariesand passcontiguousbuffersto
the transferprotocol. This is in contrastto the “stream” data
serviceof TCP and STR wherethe applicationdataunit is a
singlebyte. Secondflow controlin NETBLT is basedon rate
control ratherthanwindow control, andthe parameter®f rate
controlarenegotiatedduring connectiorsetupandperiodically
throughoutheconnectior(althoughusingratecontrolaspartof
congestiorcontrolis notspecified).STPresembleNETBLT in
its useof selectve acknavledgmentsandin its supportof rate
controlto supplementwindow control.

IX. CONCLUSIONS

In this paper we have investigatedthe performanceof 1P-
compatibletransportprotocolsover satellitelinks from several
perspecties.Our mainresultsareasfollows:

i) We obsenedlittle degradatiorin TCPperformancdor con-
nectionswith RTTsin therangeof future LEO systemg40-200
ms), althoughwe did not investigatepotentialproblemsdueto
large RTT variations. However, maintaininggood TCP perfor
manceover GEOlatencieqor long LEO paths)is challenging.

i) If theright TCP optionsareusedand congestioris light,
TCP canwork well for largefile transferssvenover GEOIinks.
In particular in our large file transferexperimentswith TCP
SACK plus NewReno congestioncontrol, averagethroughput
decreasedby no morethan10% whenthe RTT wasincreased
from 20 msto 600 ms. However, we shavedthatevenlow lev-
elsof competitionfrom shortdelayflows (in theform of cross-

by the TCP recever, by examining both network agent-based traffic in thewide-arednternet)significantlydegradeghesatel-

solutionsthat do not require host modificationsand solutions
involving modificationsto the TCP implementation.By com-
bining stratgiesfrom SCPS-TRandthe Berkeley modifications
for asymmetryit is possibleto constructamodified TCPwhich
behaesquite similarly to STR althoughit requiresimplemen-
tation changesat both the senderandrecever, or recever-side
gatevays. Finally, therecurrentlyis a researchand standard-
ization effort within the IETF to identify satellite-friendlyTCP
protocoloptionsfor usewhentraversinga paththatincludesa
satellitelink [13].

STPis anoutgranth of the ATM link-layer protocolknown
asthe ServiceSpecificConnectiorOrientedProtocol (SSCOP)
[41]. SSCOPitself wasprimarily a synthesidbetweentwo re-

lite connection performance.

iiiy Concerninghelateng dueto HTTP exchangesywefound
thatthe useof both T/TCP and modified slow startperformed
much betterthan either option usedseparatelyand could cut
theaverageT CP-relatedateng by afactorof 50% or morefor
GEOlinks.

iv) We shaved that the performanceproblemsdue to mis-
configured TCP or network congestioncan be alleviated by
splitting the TCP connectionat a gatavay within the satellite
subnetverk. Evenwith congestionn thewide-arednternetthe
end-to-enctonnectioris still ableto maintainhigh throughput.

v) Finally, we designedan alternatve transportprotocol
(STP)for the satelliteervironment,and were able to achieve
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up to anorderof magnitudereductionin the reversebandwidth
usedfor largefile transfers.For smalltransferswe found STP
performanceo approachthatof T/TCP

Our resultshave implicationsfor the designof future net-
works:

« Direct-to-usesatelliteserviceproviderscannotdependnthe
mary existing TCPimplementation theworld to operatewith
highperformanceversatellitelinks. Moreover, eventhebestof
TCPimplementationsnayfall prey to TCPunfairnessvhenop-
eratingover congesteghaths. Therefore satellitenetworks de-
signedto provide InternetaccesshouldincorporatéVebcaches
andproxiesasmuchaspossibleto decoupléhesatellitesubnet-
work from the restof the Internet. A satellite-optimizegroto-
col, eitherTCP with appropriateenhancementsr anotherpro-
tocol suchas STR shouldbe usedbetweenthe proxy andthe
satelliteuser With theseaccommodationfor TCR, even GEO-
basedsatellitenetworkscanprovide high performanceransport
connections.

« Thefundamentafairnessproblemin TCP congestioravoid-
ancemay be difficult to rectify solely with algorithmsin end
hosts[24]. If, however, TCP-friendly buffer managemenand
fair schedulingnechanismsvereto be introducedinto routers
in the Internet(suchasdiscussedn [22]), satelliteconnections
would potentiallybe amongthe mainbeneficiaries.

« STPis aviablealternatveto TCPfor satellitenetworksbased
on datagrampaclet routing. Not only could STP be imple-
mentedas part of a split connectionapproachijt could alsobe
usedinternallywithin a satellitenetwork to supportcontroland
network managemerttaffic, especiallysincetheuseof STPcan
be madetransparento applicationsdesignedor TCRP. STPis
especiallywell suitedfor networksthatimposeratecontrolson
users(suchasfixed MAC bandwidth)or that have a very low
bandwidthreturnchannel.

APPENDIX

CONGESTION AVOIDANCE AND SELECTIVE
RETRANSMISSION POLICIES FOR TCP

Our TCP SACK-NewRenoimplementationobeys standard
congestioravoidancepoliciesandrulesfor selectve acknawl-
edgment{SACKSs) asspecifiedin [53] and[10], with the fol-
lowing extensions’. Thefollowing extensionsapply whetheror
not SACK is enabledor agivenconnection:

1. Initialize a new statevariable,sndrecover, to the value of
sndunauponconnectiorstart.

2. Upon receving three duplicate acknavledgments,if the
sequencenumber acknavledgedis greaterthan or equal to
sndrecover, then set sndrecover equalto sndmax and per
form fastretransmitaccordingo [53].

3. If, while in fastrecovery phase,a segmentacknavledging
new datais recevedandthe sequenc@umberacknavledgedis
greaterthanor equalto sndrecover, thenexit fastrecovery by
settingsnd.cwndto either sndsstheshor the amountof out-
standingdatain the network plus one segment, whichever is
smaller

6This descriptionassumesa TCP implementationsimilar in structureto
Berkeley-derved TCPimplementations.

15

4. While in fastrecovery phase,if a segmentacknavledging
new datais receved,andthesequencaumberacknavledgeds
lessthansndrecover, if SACK is not enabledfor the connec-
tion thenretransmitthe next unacknevliedgedsegment. Addi-
tionally, whetheror not SACK is enabledpartially deflatethe
(inflated) snd.cwnd by the amountof new dataacknavledged,
addbackonesggmentto snd.cwnd andcall tcp_output()

In addition,if SACK is enabledor a givenconnectionthefol-
lowing rules apply to retransmissionand new datatransmis-
sionsduringtherecovery phase:

5. A givensgmentis consideredeligible” for retransmission
if it hasnotalreadybeenretransmittecndif eitherthreedupli-
cateacknavledgment$iave arrivedfor the segmentjust prior to
it or the SACK informationimpliesthatthereceveris holdinga
segmentthatwassentat leastthreesggmentsbeyondthe given
segment.

6. Whilein fastrecovery, uponreceptiorof eachACK thatdoes
not end the fast recovery phase,the TCP senderfirst checks
whetherthereareary eligible retransmissiont be sent.If so,
onesuchretransmissiofis sent. If not, the TCP sendeiinflates
sndcwndby oneseggmentandattempso sendoneor morenew
segmentdf permittedby thewindow.

7. Whensnd maxis greateithansnd.nxt (e.g.,followinga TCP
timeout), ary SACK information receved subsequento the
timeoutis usedto avoid retransmittingdatafor which the re-
ceiveris sendinga SACK.
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